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Through the growth of technology, we
have seen an unending evolution of how we’re able to store information. Just
about anything can be done using something as small as a cell phone or PDA,
such as browsing the internet, sending/receiving emails and text messages,
syncing applications between the device and computers and so on.
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Now, in knowing how much valuable data is being stored on PDAs and cell
phones, you can only imagine how important it is for attorneys to retrieve evi-
dence that can help win their case. With the use of cell phone and PDA foren-

sics, this can easily be done. Not many people know how much of their daily
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Some of the types of data that are
retrievable from mobile devices
include:

e Multimedia files

(sounds, images, videos)

e Messages

(texts, chat, twitter, MMS, SMS)
oE-mails

e Browsing history

oGPS

eRouting tables

eBoot sequences

e ogged files

(phone calls, networks, applications)

New functions are also always
being developed for media devices,
so it’s very important that your ex-
pert is able to keep up with the in-
dustry. With an eForensics Expert
assistance, this is made simple.

Why Should I Hire an
eForensics Expert?

Obtaining data from mobile de-
vices can be difficult, but with the
use of an eForensics Expert,
saved and unsaved deleted data
can be captured -- even if the mo-
bile device was damaged. eForen-
sic Experts are even able to re-
trieve data from sim cards inde-
pendent of its mobile device. Get-
ting this information yourself is
nearly impossible without the
proper equipment and knowledge.
No matter what area of the law
you’re in, using this service could
be very beneficial to you.

How eForensic Specialists Can
Help You

Let’s say you’re about to enter
into a battle in the divorce court
involving an infidelity case.
(con’t)

lives is being stored on these devices and if all attorneys were able to gain ac-
cess, it could help to open and close cases fairly quickly.
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If you’re client is trying to

prove their spouse was an adul-
terer, getting certain details
from their mobile devices can
help. For instance, text mes-
sages to the “lover” of the
spouse can be found even if
they were erased -- he/she
thought she got rid of the evi-
dence, but they weren’t able to
get rid of it for good!

Then there’s the case where the
boss is trying to catch employ-
ees who move away with com-
pany smartphones that have
confidential information or cli-
ent lists.



(continued...)
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Digital Evidence:
Information of probative
value stored or transmitted
in digital form.

Acquisition of Digital
Evidence: Begins when
information and/or physical
items are collected or
stored for examination pur-
poses. The term "evidence"
implies that the collection
of evidence is recognized
by the courts. The process
of collecting is also as-
sumed to be a legal process
and appropriate for rules of
evidence in that locality. A
data object or physical item
only becomes evidence
when so deemed by a law
enforcement official or
designee.

Phone records can show
call times and deleted
logs to see if the employ
ees were calling or mes-
saging clients with com-
pany smartphones.

Or maybe you’re in-
volved in a case in the
criminal courts and you
need to prove the defen-
dant guilty. Data cap-
tured from a cell phone
could show phone calls
to others that were al-
ready found guilty in the
same case or other com-
promising evidence.
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& cxploitation and cyber
gl bullying.

Other types of cases that
could use a mobile device
forensic specialist include
white collar crimes, child
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The eForensic specialist
will undergo the process
of getting the data you
need through four simple
steps:

1. Preservation and

Documentation Call 888-355-3888
L ext (802)

2. Acquisition 702-435-8885

3. Examination and We Can Help
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Analysis

4. Reporting
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It is very important that
you have a professionally
licensed and/or certified
eForensic investigator
that is skilled with docu-
menting methods for le-
gal cases .

What’s in our lab?
Just a Highlight...

3 Cell Phone Forensics

3 Corporate Disputes

5 Child Exploitation
Cases
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